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Digitalisation of Malaysia’s Tax Administration

e-Invoice implementation is in line with the Twelfth Malaysia Plan...

“Focus on strengthening the digital services
infrastructure and digitalising the tax
administration (among others)”

A 4

2023 Pre-Budget Statement

“To support the growth of the digital
economy, the Government intends to
implement e-Invoice in stages in an effort to
enhance the efficiency of Malaysia’s tax
administration management.”

2023 Pre-Budget Statemant

Budget 2023 announcement

“e-Invoice will be implemented by IRBM in
phases, starting from the year 2023,
involving the development of a system and
pilot projects with selected taxpayers.”

Budget 2024 announcement

“The Government agreed to enforce e-
invoicing mandatory to taxpayers with
income or annual sales exceeding RM100
million from 1 August 2024.”

Bebwsjaman 7074
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Benefits to taxpayers

Reduction in manual efforts
and human errors

Unified invoicing process
through creation and
submission of transaction
document & data
electronically

[

o~

o

(]
*

Facilitated tax return filing

Seamless system integration
for efficient and accurate tax
reporting

LHDN
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Enables streamlining of
operations

Digitalised financial
reporting

Enhanced efficiency and
significant time and cost
savings

Aligns financial reporting and
processes to be digitalised
with industry standards
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Definition of e-Invoice and the four (4) types of e-Invoice transactions

What is e-Invoice?

» Digital representation of a transaction between a  Validation of e-Invoice by IRBM is done instantaneously

supplier and a buyer _ _
« Safeguards against data tampering

* e-Invoice replaces traditional paper or electronic
documents such as invoices, credit notes, and debit

notes

Invoice Credit note Debit note Refund note
Commercial document that Commercial document issued Commercial document issued Document issued by a supplier
by a supplier to to indicate to
between a , or on a previously issued invoice. . This is
supplier and buyer, including ina used in situations where there
self-billed of e-Invoice to previously issued e-Invoice Is a return of monies to the

document an expense. with the purpose of buyer.



e-Invoice Malaysia scope covers three (3) types of transactions é*?
applicable to all taxpayers

\) “'Ic,ovl

Business-to-Consumers (B2C) Business-to-Government (B2G)

Business-to-Business (B2B)

e-Invoice applies to all taxpayers undertaking commercial activities in Malaysia

e-lnvoice flow for B2G will be similar to B2B

e-invoice will be issued for B2C upon the request of taxpayers
For B2C and certain B2B transactions (where e-Invoices are not required by the buyer to support the transactions for tax purposes):

o Issuance of normal receipt by Suppliers is based on current BAU practice Suppliers

o After a certain period or timeframe, suppliers would be required to aggregate the normal receipts or invoices issued to buyers and issue a

consolidated e-Invoice to support the transactions made with buyers




LHDN

Implementation of e-Invoice as per the Budget 2024 announcement

Dalngnmwan [024
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- E-INVOIS SECARA MANDATORI

Kepada pembayar cukai
dengan pendapatan atau
jualan tahunan melebihi
RM100 juta mulai 1 Ogos

2024

e-Invoice will be mandatory for
taxpayers with annual turnover or
revenue exceeding RM100mil
from 1 August 2024

Full implementation for all
taxpayers by 1 July 2025
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Revised e-Invoice implementation timeline as announced in Budget 2024 &5+

l Pilot Phase ‘ Phase 1 Phase 2 ‘ Phase 3 ‘
To be confirmed 1 August 2024 1 January 2025 1 July 2025

» Launch of pilot « Mandatory implementation e+ Mandatory implementation < Mandatory implementation
programme will be for taxpayers with an for taxpayers with an for all other taxpayers

announced in due course annual turnover or annual turnover or
revenue of >RM100m revenue between RM25m

to RM100m

Continuous awareness activities and outreach programs through engagement & communication



Annual turnover or revenue determined based on financial year 2022 data #£2-

Taxpayers with
audited financial
statements

1

Based on annual turnover or
revenue stated in the audited
financial statements for
financial year 2022

Based on annual revenue
reported in the tax return for
year of assessment 2022

2

Taxpayers
without audited
financial
statements

Change of
accounting year
end for financial

year 2022

Taxpayer’s turnover or
revenue will be pro-rated to a
12-month period for purposes

of determining the e-Invoice
implementation date
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The Mylnvois System comprise of two (2) transmission mechanisms

CONTINUOUS TRANSACTION CONTROL (CTC) MODEL

A model that enables a high level of control through validation of invoice data received by IRBM

as well as allowing flexibility to taxpayers to decide on their preferred ways to transmit e-Invoice
data to IRBM for near real-time validation

I Mylnvois Portal

A portal hosted by IRBM as an option that
Is available to taxpayers at no cost

% Accessible to all taxpayers

204 Available to taxpayers who need to issue
e-Invoice but APl connection is down

E Application Programming Interface (“API”)

An APl is a set of programming code that enables
direct transmission between the taxpayers’ system

:

=l

and MylInvois System

Requires upfront investment in technology
and adjustments to existing systems

Ideal for large taxpayers or businesses
with substantial transaction volume
10



51 required fields for e-Invoice

PARTIES ADDRESS UNIQUE ID NUMBER PAYMENT INFO

Supplier's Name Supplier's Address IRBM Unique Identifier Number Payment Mode

15. | Buyer's Address

SUPPLIER DETAILS CONTACT NUMBER Classification

Supplier's Tax Identification Number Supplier's Contact Number Description of Product or Service
" |(TIN it Pri
Supplier's Registration / Identification 33
Number / Passport Number
INVOICE DETAILS

. | Tax Type
Supplier's SST Registration Number . )

T
Supplier’s Tourism Tax Registration
Number - | &-invoice Type Details of Tax Exemption

Supplier’s e-mail e-Invoice Code / Number
Supplier's Malaysia Standard Industrial Original e-Invoice Reference Number
Classification (MSIC) Code

Supplier's Bank Account Number
Payment Terms
Payment Amount

PRODUCTS / SERVICES

Payment Date
Payment Reference Number
Bill Reference Number

Amount Exempted from Tax
e-Invoice Date and Time
Supplier’s Business Activity Description

.
Total Excluding Tax
Date and Time of Validation
Supplier’s Digital Signature
BUYER DETAILS 5

Quantity

Invoice Currency Code
Discount Rate Legend:

Buyer's TIN
Currency Exchange Rate

Buyer’s Registration / Identification —
Number / Passport Number Frequency of Billing
Billing Period

Discount Amount

B ontional field

Buyer’'s SST Registration Number




12 additional fields applicable for certain transactions under Annexure

Applicable to transactions where goods are shipped to a different
recipient and/or address (i.e., different from the buyer’s details)

1. | Shipping Recipient’'s Name

Shipping Recipient’'s Address

Applicable to import and export of goods

Reference Number of Customs Form No. 1, 9, etc.
Incoterms

Shipping Recipient’s TIN 7. | Product Tariff Code

Shipping Recipient’s Registration / Identification Number / Passport Number Free Trade Agreement (FTA) Information
Authorisation Number for Certified Exporter

Reference Number of Customs Form No.2

Country of Origin

LHDN
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Details of other charges

Legend:

B ontional field
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Overview of the MyInvois System in Malaysia

® ™ Issuance (Invoice/Debit/Credit/Refund) /

Option A: ~—g Cancellation via IRBM Mylnvois Portal e Y A B

Mylnvois
Portal Return validated e-Invoice 9

@ Request for Rejection
¢ == Issuance (Invoice/Debit/Credit/Refund) / : Notification
Cancellation via API (Direct/Technology Provider/

o = i i Cancellation Notification
Option B: i Service Provider) S : a
API - T .
Return validation link 9

Invoice

Sharing e Reporting & Dashboards . e Storing

A= " IRBM IRBM
e Cloud Database

6 Request for Rejection

e Validation Notification

9 Reporting & Dashboards :
Q Request for Rejection
Notification

o Cancellation Notification

Legend: =——» Invoice Flow » Notification Flow Supplier




Overview of the Mylnvois System via Option B (API)

2. IRBM Direct/ Technology Provider

Return validation link e

[
»

. . ) LHDN
Service Provider MALAYSTA

2. Peppol Access Points @ Issuance IRBM
o _ R lidati
Retur_n validation Ilnk/ @ 3. Non-Peppol Access Points eturn va |dat|.on e
validated e-Invoice link
)

\.

e Invoice sharing l @ Invoice sharing

y

Service Provider

Invoice sharing @ 2. Peppol Access Points

Legend: = Invoice Flow Supplier Buyer W Service Provider x API Options




Step 1 — Creation and submission of e-Invoice

1 Issuance (Invoice/Debit/Credit/Refund)
— &

Option A:
Mylnvois
l I El Portal
S == : : :
Supplier 1 . Issuance (Invoice/Debit/Credit/Refund)
Option B: = &
API
Once a sale is concluded, supplier/
technology provider creates an e-
Invoice in accordance with the defined
structure (i.e., XML or JSON)
Supplier submits e-Invoice to IRBM via
API for validation
Legend: = Invoice Flow  ====== » Notification Flow Supplier

LHDN
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* Once a sale or transaction is concluded,
supplier creates an invoice

» Supplier submits e-Invoice it to IRBM
via the MylInvois Portal for validation
This can be done via:

a) Individual Creation
b) Batch Creation

IRBM
Cloud

Buyer (] IRBM



Step 2 — Validation of e-Invoice

» Supplier receives a
validated e-Invoice in PDF

: format from IRBM upon
Option A: . :
validation

Mylnvois
Portal lidated _
Return validated e-Invoice (2 a) validated invoice: IRBM

Unique Identifier Number
Option B: is included, time of
API validation

Return validation link ' 2 If e-Invoice returns
unvalidated: Error

. message will be

» Supplier or technology provider receives a validation IRBM sliggleyeel SUjppliey s

link including an IRBM Unique Identifier Number, Cloud requweddto cort;ec.ch:z
error and resubmit it for

Supplier

date and time of validation from IRBM via API upon

validation by the Mylnvois System validation

Legend: = Invoice Flow  ====== » Notification Flow Supplier Buyer D IRBM



Step 3 — Notification for e-Invoice

3 Validation Notification
API

* Notification APl on Mylnvois System automatically

triggers notifications from IRBM or via technology

Supplier provider (if supplier utilises a technology provider) to both
suppliers and buyers upon validation

Note: Notifications are sent for invoice clearance and buyer
rejection requests

l 3 Validation Notification

* Both supplier and buyer receive an email notification
from IRBM via Mylnvois Portal upon validation

Buyer

Note: Notifications are sent for invoice clearance and buyer
rejection requests

Legend: = Invoice Flow  ====== » Notification Flow Supplier Buyer D IRBM

LHDN
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Step 4 — Sharing of e-Invoice

% * Supplier shares the validated e-Invoice

Supplier (embedded with a QR code provided by IRBM)
with buyer
Invoice 4 * The QR code is used to validate the existence and

Sharing status of the e-Invoice via the Mylnvois Portal
5 —

v

» Supplier shares the validated e-Invoice with
buyer after embedding the validated link

(provided by IRBM) in a form of QR code on the e-
Invoice

* The QR code is used to validate the existence and
status of the e-Invoice via Mylnvois Portal

M

Buyer

Legend: = Invoice Flow  ====== » Notification Flow Supplier Buyer D IRBM

LHDN
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Steps 5, 6, 7 — Rejection and Cancellation of e-Invoice fo

5 —
Option A: 1 Cancellation via IRBM Mylnvois Portal
MylInvois

Portal

v

g Request for Rejection

Notification
1 Cancellation via API (Direct/Technology Provider/

Supplier Option B: =) Service Provider) 7 Cancellation Notification
API

a

IRBM
Cloud

5 ' Request for Rejection

b 6 Request for Rejection

Notification
Buyer

7 Cancellation Notification

19
Legend: = Invoice Flow  ====== » Notification Flow Supplier Buyer D IRBM
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Step 8 — Storing e-Invoices by IRBM

» Accepted and validated e-Invoices data submitted
via the Mylnvois Portal will be stored in IRBM’s
database

« Taxpayers are reminded to retain sufficient

records and documentation in relation to the

T
: i
transaction . 8 Storing ~
IRBM IRBM
Cloud Database

» All e-invoices data submitted via API will be stored
in IRBM’s database

« Taxpayers are reminded to retain sufficient
records and documentation in relation to the
transaction

Legend: = Invoice Flow  ====== » Notification Flow Supplier Buyer D IRBM



Step 9 — Reporting and Dashboard Services for Taxpayers A

API

« Through API integration, both supplier and buyer may request and retrieve
e-Invoice data, which can be seamlessly displayed on their respective systems
* API integration enables access to essential e-Invoice details (i.e., invoice date,

amount, etc.) and other relevant information submitted to IRBM, in the format of:
XML/JSON, either one-by-one or in package

Supplier Metadata . _
CSV report Both supplier and buyer may

PDE file request and retrieve e-Invoice
data via Mylnvois Portal if needed
Mylnvois Portal provides essential
invoice details (i.e., invoice date,
amount, etc.) and other relevant
IRBM information submitted to IRBM, in
Cloud the format of:

o XML/JSON, either one-by-

one or in package

9 ' Reporting & Dashboards Metadata
CSV report
Grid

Buyer PDF file

9 Reporting & Dashboards

Legend: = Invoice Flow  ====== » Notification Flow Supplier Buyer D IRBM



Overview of Specific Guideline

Specific Guideline

E-INVOICE SPECIFIC GUIDELINE

INLAND REVENUE BOARD OF MALAYSIA

Table of contents

Published on

29 September 2023
(updated 28 October 2023)
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13 focus areas

Transaction with buyers

Statement/ bills on
a periodic basis

Disbursement and
reimbursement

Employment perquisites
and benefits

Certain expenses incurred
by employee on behalf
of the employer

Self-billed e-Invoice

Transactions which involve
payments in monetary form to
agents, dealers or distributors

Cross border transactions

Profit distribution (e.g.,
dividend distribution)

Foreign income

Currency exchange rate

APl overview

Cybersecurity



Overview of e-Invoice issuance for transaction with buyers

o Buyer provide 9 Supplier issues and e Supplier shares e Buyer may scan e Buyer will be able to
Buyer’s details for validates e-Invoice validated QR code to view substantiate the

e-Invoice to Supplier with IRBM e-Invoice to Buyer e-Invoice validity transaction for tax
purposes

Buyer requires
e-Invoice?
RECEIPT

= RE[F'PT
— — RECEIPT

> —

0 Supplier issues receipts/ -
bills/ invoices to Buyer (same Supplier consolidates all e S_Upp“ef ISSHES) and
as current business practice) receipts/ bills/ invoices validates consolidated

(monthly basis) e-Invoice with IRBM
\_. Buyer will not be able to

— substantiate the transaction
0 for tax purposes




1 Transactions with Buyers — Issuance of e-Invoice to Buyers

o Buyer provide 9 Supplier issues and e Supplier shares 9 Buyer may scan e Buyer will be able to
Buyer’s details for validates e-Invoice validated QR code to view substantiate the

e-Invoice to Supplier with IRBM e-Invoice to Buyer e-Invoice validity transaction for tax
purposes

Yes

/uyerrequires

e-Invoice?
Permutation where Buyer provides either TIN or

: . ] MyKad Identification Number
Details required for e-Invoice:

Provided Not provided Details to be input
» For Malaysian individual: Either TIN / (for data that has not
MyKad identification number or both been provided)

« For non-Malaysian individual: Either TIN or REEIOEUIERLNENRTVERES “000000000000" for

both TIN and passport number identification | Buyer’s identification
number number

Buyer’s Buyer’'s TIN | “EI00000000010” for
identification Buyer’s TIN
number

Supplier




1 Transactions with Buyers — Issuance of consolidated e-Invoice

Aggregation of transactions (where
e-Invoices are not required by Buyers)
on a monthly basis

Suppliers are allowed to input the
following in consolidated e-Invoice

Buyer can request for an e-Invoice within the month
of transaction (i.e., purchase made on 15 Sept, Buyer
is allowed to request an e-Invoice up until 30 Sept). Consolidated e-Invoice to be issued and * Buyer’s TIN: “EI00000000010”
submitted for IRBM’s validation within 7 [l * Buyer's Name: “General Public”

calendar days after month end + Other Buyer’s details: “NA”

Suppliers are allowed to
adopt any consolidation
Buyer requires method according to
e-Invoice? their business nature
RECEIPT and preference

— FIDT
E R_—E_PRECHPT « Summary of each

] receipt as separate line
AA Summary of all receipts
o Supplier issues receipts/ - as single line item
bills/ invoices to Buyer QSuppIier consolidates all e Supplier issues and Note that all receipt
(same as curr(_ent business receipts/ bills/ in\(oices Va“?ate_s Contsho:::gBa:\/Td reference numbers are
practice) (monthly basis) e-invoice wi required to be included

9 in the consolidated
Buyers will not be able to e-Invoice to ease IRBM’s
substantiate the transaction enforcement / audit

o for tax purposes purposes

Legend: Supplier Buyer



Transactions with Buyers — Types of activities or transactions where
e-lnvoice is required for all transactions (i.e., no consolidation allowed)

LHDN
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Industry / Activity

Automotive

Aviation

Luxury goods and jewellery

Construction

Wholesalers and retailers of construction
materials

Licensed betting and gaming

Payment to agents / dealers / distributors

Types of activities or transactions

Sale of any motor vehicle
Sale of flight ticket, private charter

Details to be provided in due course

Construction contractor undertaking construction contract, as defined in
the Income Tax (Construction Contracts) Regulations 2007

Sale of construction materials, regardless of volume sold

Pay-out to winners for all betting and gaming activities, except (i) casino
and (i) gaming machines [until further notice]

Payments made to agents, dealers or distributors

26



Statement/ bills on a periodic basis

Industries/ sectors that issue statements/ bills to record multiple
transactions between Suppliers and Buyers over a set period
instead of issuing individual invoices for each transaction:

A“E!.L

{010

NNN
Digital / Electronic Financial services Insurance
Payment including banking &

financial institutions

°
=
9))

IIII
(C [

sl

Stockbroking Healthcare

Telecommunication

Note: Industries / sectors listed are non-exhaustive

LHDN
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Issuance of e-Invoice to Buyer

 e-Invoice created and submitted to IRBM would only be
limited to income and expense of Supplier

* Upon IRBM'’s validation, businesses are allowed to convert
the validated e-Invoice (XML / JSON format) into visual
presentation in the form of statements / bills before sharing
with the Buyers

* |Issuance of e-Invoice is in accordance with current issuance
frequency of respective businesses

Issuance of consolidated e-Invoice

» Businesses are allowed to aggregate statements / bills
(where no e-Invoice is required by Buyers) to issue
consolidated e-Invoice in accordance with current issuance
period (within 7 calendar days after the end of billing period)

Regulated industries are not required to disclose
statement / bill reference number in the consolidated
e-lnvoice

27



3 Disbursement and reimbursement

Scenario 1: Supplier 1 issues e-Invoice to Buyer Disbursement
Supplier 1 issues an e-Invoice to Buyer for the goods sold or services = Supplier 1 will issue an e-Invoice
rendered directly to the Buyer, subsequently

Supplier 2 will issue an e-Invoice to

Payment made on A the Buyer for the goods supplied or
A B behalf of Buyer ’ : : services rendered by Supplier 2 to
Buyer
.l. .l. = Supplier 2 should neither include the

payment made on behalf of Buyer in
Supplier 2’s e-Invoice nor issue an
additional e-Invoice to recover the
amount paid on behalf of Buyer to
Scenario 2: Supplier 1 issues e-Invoice to Supplier 2 Supplier 1

Supplier 1 Supplier 2
(Third Party / Intermediary)

Supplier 1 issues an e-Invoice to Supplier 2
for the goods sold or services rendered

= Supplier 1 will issue an e-Invoice to

I Payment for goods or ; Supplier 2, subsequently Supplier 2
A : services will issue an e-Invoice to the Buyer to
record the amount incurred on behalf
.l. .l. of Buyer alongside the goods sold or

. : service rendered by Supplier 2
Supplier 1 Supplier 2
(Third Party / Intermediary)

Reimbursement

28
Legend: Supplier 1 ——p  Supplier 2



Employment perquisites and benefits; and Certain expenses éé?
Incurred by employee on behalf of the employer

General rule: Employees required to request for e-Invoices to be issued under Employer’s name (where possible)

Concessions for e-Invoice issuance to employee

» Businesses / Employers will be allowed to use e-Invoice issued in the name of employee for proof of expense

= Foreign suppliers’ bills / receipts will be accepted as proof of expense i.e., no self-billed e-Invoice required for proof of expense
» in the event where employees paid for expenses incurred overseas
= for payments to foreign suppliers if perquisites and benefits are stated in employer’s policy

Examples of employment perquisites & benefits: Examples of expenses incurred by employee on behalf of

Employees’ pecuniary liabilities (e.g., utility bills, parking fees, the employer:

and car maintenance charges) Accommodation

Club membership Toll

Gym membership Parking

Professional subscriptions Telecommunication expenses

Allowances (e.g., travelling, petrol, toll rate, parking rate, Expenses incurred in a foreign country
meals, etc.)
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6 Treatment for self-billed e-Invoice

Circumstances where self-billed e-invoice is allowed:

No.

Buyer
Transaction Supplier (assumes the role of Supplier to issue self-
billed e-Invoice)

Payment to agents, dealers, distributors, etc. Agents, dealers, distributors, etc. Taxpayer that makes the payment

Goods sold or services rendered by foreign suppliers Foreign seller Malaysian purchaser

Profit distribution (e.g., dividend payments) Recipient of the distribution Taxpayer that makes the payment

Merchant, service providers

(e.g.. driver, rider) e-Commerce / Intermediary platform

e-Commerce

Pay-out to all betting and gaming winners Recipient of the pay-out Licensed betting and gaming provider

Acquisition of goods or services from individual Individual taxpayer providing goods or Person acquiring goods or services

taxpayers who are not conducting a business services

Under self-billed e-Invoice, Buyer will assume the role of the Supplier to be the issuer of e-Invoice



Transactions which involve payments in monetary form to agents, Zé?
dealers or distributors

Issuance of e-Invoice (upon
request) / normal invoice from
Seller to Purchaser

: o » Purchaser acquires goods or
Current transaction flow between Seller, agent / dealer / distributor and Purchaser services from the Seller

= Seller required to issue an
e-lnvoice to the Purchaser to
record the transaction

A Commission paid to A H = |f Purchaser does not request for

agents, dealers or Sale of goods or an e-Invoice to be issued, Seller
distributors services rendered will issue a normal receipt / bill /
invoice to the Purchaser

Seller (Supplier) Agent/ dealer / Purchaser from Seller to agent / dealer /
distributor (Buyer) distributor

Issuance of self-billed e-Invoice

= Seller assumes the role of
Supplier to issue a self-billed
e-Invoice for proof of expense
and at the same time proof of
income for agent / dealer /
distributor

31
Legend: Supplier Agent / Dealer / Distributor



8 [10 Cross-border transactions; and Foreign income

CROSS-BORDER TRANSACTIONS

= Upon receiving the invoice / receipt / bill
from the Foreign Seller, the Malaysian
Purchaser assumes the Supplier role and
issue a self-billed e-Invoice to document

Foreign Seller issues invoice to Malaysian A the expense for tax purposes
Purchaser for goods sold or services rendered

Current transaction flow between Foreign Seller and Malaysian Purchaser

0 Sale of goods or services rendered

» Malaysian Purchaser may extract the
details of the Foreign Seller from the
invoice / receipt / bill issued by the
Foreign Seller or request for the relevant
details from the Foreign Seller

Foreign Seller Malaysian Purchaser
(Supplier) (Buyer)

FOREIGN INCOME

= All foreign income received in Malaysia from outside of Malaysia requires an e-Invoice for tax purposes
= Recipient of foreign income would assume the role of Supplier and issue an e-Invoice to person who makes payment to recipient

= The Malaysian Seller is required to issue the e-Invoice latest by the end of the month following the month of receipt of the said foreign
income

32
Legend: Supplier



9 | Profit distribution

DOMESTIC DISTRIBUTION Roles of taxpayers who are required to issue
self-billed e-Invoice:

The taxpayer that makes the distribution is required to _ o o
assume the role of Supplier and issue a self-billed * Supplier: Recipient of the distribution

e-Invoice to the recipient of the distribution « Buyer: Taxpayer that makes the distribution

However, certain taxpayers are exempted from issuing self-billed e-Invoice on profit distribution:
1. Companies that are not entitled to deduct tax under Section 108 of the Income Tax Act 1967

2. Taxpayers who are listed on Bursa Malaysia



11 Currency exchange rate

Currency Exchange Rate

= May be applicable for
= transactions concluded in foreign currencies (i.e., other than Ringgit Malaysia (RM))

= where Supplier is required to include RM-equivalent in the e-Invoice

Currency exchange rate treatment

» Taxpayers shall comply with legal or tax requirements on currency exchange rate as imposed by relevant
authorities (e.g., JKDM, IRBM, etc.), where applicable

= Where the above is not applicable, taxpayers may follow the currency exchange rate per internal policy



12 AP| Overview

G API Flow Q Validation Logic Flow e Data Structure / Data Dictionary

1. The Login API authenticates
taxpayers' registered systems by
utilising the Client ID and Secret
Key retrieved from Mylnvois Profile.

1. Mylnvois System is designed to
handle text and character data using
the UTF-8 character encoding
standard

1. Mylnvois System will perform a
series of checks to ensure the XML /
JSON file conform to the e-Invoice
format, structure and data standards

2. Upon successful authentication,
taxpayers are provided with an
access token to access protected
APIs.

2. 3types of validation rules applied
during the e-Invoice file validation:

2. Available guidance on the required
data fields, including data types,
maximum length, validation criteria

«  Syntax validation
and examples

_ o e Schema validation
3. Taxpayers submit e-Invoice in XML !
: / JSON format for validation through |
i the API |
4. After successful validation, the
buyer receives a notification via API
: and has the option to request for :
rejection via API within 72 hours

5. Taxpayers have the option to cancel
the e-Invoice via API within 72
hours. If no action is taken, the

- Business Rule Validation
e-Invoice remains valid



13 Cybersecurity

Authentication & Authorisation

= Usage of unique identity to perform authourised actions (e.g., submit, receive, request)

Data Encryption

APl communication between supplier and Mylnvois is encrypted using industry standard Transport
Layer Security (TLS) encryption protocol (HTTPS)

Critical data stored in Mylnvois Portal is encrypted using industry standard AES algorithm

Data transmission and receival complies to:
— Dasar Keselamatan ICT LHDNM

— Surat Pekeliling Am: Garis Panduan Pengurusan Maklumat Melalui Perkomputeran Awan (Cloud
Computing) Dalam Perkhidmatan Awam

Cybersecurity Standards

=  Mylnvois system is in compliance and certified with

— ISO/IEC 27001 Information Security Management System (ISMS)
— 1S0 22301 Business Continuity Management System BCMS Audit Certification

LHDN
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e-lnvoice key transition requirements

Change management

People

with the necessary
capabilities to adopt and

oversee the implementation

Technology

Determine
, current IT
capabilities to
and
to e-Invoice

requirements

LHDN
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Process

in
Issuing transaction documents
(i.e., invoice, debit note, credit

note, refund)



Preparing for the e-Invoice

Establish dedicated

Preparation
task force team

Execute detailed
testing plan with

Testing

various test scenarios
in the sandbox

Execute
communication of
transition suppliers
and customers

Guidelines and/or
SDK

Collaborate with

feedback on the

Review e-Invoice

IRBM and provide

e-Invoice system's
usability and
performance

Monitor and verify
invoicing data to

ensure accuracy and
compliance

Review current
process and perform
data-mapping of the
51 data fields

Document the test
results

Continuously

validate and compare

Taxpayer’s ERP data
to IRBM system’s
data

Identify possible
business scenarios
and develop test plan/
test script

Validate and compare

Taxpayer’s ERP data
to IRBM system’s data

Continuously review
and update invoicing
processes and
internal workflows
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Initiate
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and data collection
requirements

Review and update
invoicing
processes and
internal workflows

Review and update

invoicing
processes and
internal workflows



Summary of tax incentives / grant in relation to implementation of gé?
e-Invoice as announced in Budget 2024

.
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Digitalisation grant

Digitalisation grant of up to
RM5,000 for MSME (total
allocation of RM100 million) for
the upgrade of:

« sales system
* Iinventory system
 digital accounting system

Capital allowance

Reduction in the capital allowance claim
period from 4 years to 3 years, where the
capital allowance rate will be revised to 40%
initial allowance and 20% annual allowance
for:

Purchase of ICT equipment and computer
software packages

Consultation, licensing and incidental fees
related to customised computer software
development

Effective from YA2024

MALAYSIA

Tax deduction

Tax deduction of up to
RM50,000 for each YA be
given on ESG-related
expenditure, including
consultation fee for the
implementation of

e-Invoice incurred by MSMEs

Effective from YA2024 to
YA2027



Four key avenues to provide support to taxpayers in successfully g@
adopting e-Invoice
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e-Invoice Microsite

= Access e-Invoice microsite
via IRBM’s official portal at

= Includes General FAQs and
Industry Specific FAQs to
address taxpayers’ concerns on
specific areas of e-Invoice

e-Invoice General
Guideline

Published on 21 Jul 2023
(updated version 2.1 on 28 Oct 2023)

= Simplified concept of e-Invoice
for taxpayers

= Guidance to assist taxpayers in
determining and assessing
readiness for implementation
timeline

= Step-by-step guidance on the
process of issuing and submitting
e-Invoice to IRBM

= Data fields required for an e-
Invoice

e-invoice Specific
Guideline

Published on 29 Sep 2023
(updated version 1.1 on 28 Oct 2023)

= Additional guideline to the
e-Invoice Guideline that provides
further guidance on specific
areas of e-Invoice

= A guide for taxpayers across
various industries on specific
changes required to business
processes and data

» Includes scenarios to explain the

different treatments of e-invoice
iIssuance (e.g., consolidated e-
Invoice, cross-border transactions)

MALAYSIA

DEVELOPMENT

MYINVOIS
SOFTWARE ‘

Technical Software
Development Kit (SDK)

Will be announced soon

Technical document detailing how
systems can connect to the API
(i.e. information on input and output
responses, message format,
validation criteria, error handling,
etc.)

A guide for technology providers
to simplify the integration process

Includes a range of options and
functionalities, allowing
technology providers to seamlessly
issue and submit e-invoices via API


https://www.hasil.gov.my/

Email us for any queries or visit the microsite for further information &
regarding e-Invoice

Scan the QR code below to
visit the e-Invoice microsite:

For any queries, email us at:
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